WA S0 B SRR B R
By - NEHFBRL>TELRHK V1T

B 44 A HOE ¥ E: R&:

sty

o R W 107F 4 A 26 H

["5 W :
= 2 A T = .
ENY ¥ %ol Efaépﬁ,\)ﬁ@

B~ NEERY R EEAREN R Page 1




% T & &

IR R

537 8 3

BITRAR

Tk

BITREER

1.0

101.07.13

#HR

101. 10. 30

P7

b.1% % 5t & #

5.2 1AMty B MR KRS A
b.3IEFHRER

Z R -

102. 06. 27

P14

BREBELLEHMRLE

102. 08. 22

P5 s P7

2. THMEIE: ZIMRKFM [X
465 A-10] -
4.3 THBERE: TRI/ERHE
FHE UBRPERT AR L [X
43k A-11] -

102. 10. 04

& B X455 A-D B i@
ﬁﬁi?ﬁmﬁiﬁﬁ

REFHE

103. 04. 29

KIFEHFAH 10353 A 20 B 2HFE
(m) F% 1030041378 3% & $43E o

105. 04. 07

(DEFIE BT R E 4%
)&k ¥E A-2
()EE 2.10. 12 Bk
%

(A5 A-4 Biad
28

B)EITA-D BREEFHERE

FFiE
ERCRCE P

107. 04. 25

P3» P4

LLIB IR GHBTREKETIZE
B2 B AN GHFTAEER
2 S NN

2.1 Mrx Tl 4o @ RS EAA(EF
TR~ s ) S HE A% EH
dofEEARMER)E

[ o

LN E

LB AR BT Page 2




RABRNDEREAREETERKT LR

-~ X#4BE
AXMRERY  NLEERDAKRTETHRRAE R UIETMFEX
oM BEREREN MBS - DEMATAM
=~ HAKHE
FrAr BA B T4A R B RONVE B RE - B I 4E 88 AR5 A B 69 & B& R
}_‘T’, ~ &Aﬁ o
25 R
1. #@BR2

1.1 EER4E B 6

1.1.1 @R BERMASHHAIBRHUFTAREREAEB @G
CRBMZ AN UBFAS—BRERE 2B

1.1.2 B2 EoaARm4E% (o B4 36 R 46 EB%E) S84
B2 XM T G R R

1.1.3 ZREBHEZAR > Bo AR NIPEBEE > flhe @ 22 4T

B BHEE o ABBRRERMEFRZEAR

1.1.4  $#7ABARARBEINIE A 5 R AR RF L BRFIER H 2

Rk 1P Bz 4738 (Port) » LAFEfRZ A -

1.2 &4 ERIFR
1.2.1 BELERAEFHAFEREABRGFREIBGNEEIRBDER ZH
NEZLBREHEEEABRELRERIEBITH R E LH U R
BHTZER -

1.2.2 AXE P ERA S GEBFBIRS > BRIGEEREEIHEHIE
® B MITHMERZ BRMB AR KT ELEHE iﬁ%

FERMAKZ BGERGREZENALARRIEMRMEE
® N L& @%a#%%%%z&ﬁm%%%%ﬁﬁﬁm%
G p Rk 0 e dREEREBT B A KRB MR

B~ NEEEL 2 EH ARG E R Page 3



iR o
® BMERAMNPEMER L BGEBAT  ZHRALBEET X
REA ARAR B > JEIRIR R T B A 0F R R PR B B A B B % B 22 44
o ROERTENAZIME
® FABMBIALTHAZALZHTREEZRERIESL EHER
o HEE AR EARIRE  REd @B EHRE -

ﬁm%e
| BHE
B EMTREIERA A G TR LEEB M 0 fh it
2B

2.2 HRABEE®RE - % W RFERARERR
221@A%w
0%ﬁ%#ﬁ%’%ﬁﬁﬁzééﬁiﬁiﬁ%%%:ﬁmﬁm%
BT R FH R EIE o
® FEAMKARBKBMERLIEN > UHILA LR -

2.2.2 AT LR 0 B RE EA %4 -

2.2.3 MARE A% AR » BPUTHMAEF (o @ HRBEZEL R
BRXFHELE - TARBITHEN ARENE > N A
WAFRERE) R TAEIS KR FREPIRER o (LEHA
PLARRE AR R AE K 0 X A1)

2.3 REmBpEMBIIFEHA
2.3. 1 EATAGHN 2 0 JEBE B A7 AR M &R TAFHE > B R
PT80S AE F B A M E SRR B (oA SEETHE)
FEHHK -
2.3.2 EANERE RARARTAEF B JEAE A 42 840 R H A0 B I kAR
HEATHR LM EDMEAANTIS LR SRS -

2.4 EMBEH
241 2B EARTHHUEREZTHMAREEN (0 A4 E -
WE3E -~ BAEE) AT He X B R R 50 PR B AT Y A KR
R ED T — R0 A B RBEPAT R B H RER
BRI R S XA BT B MK -
2.4.2 BHERERMREBHEMNZT A I LN

2.5 BN R%

B~ NEEET B ARG E A Page 4



2.5.1 A4 FBABEHHELTHMARETRE HE - TNMEDKE
H‘*T JEAHHBWEHHA T AT AL FARRE RG2S
o (4FF MBS XHHIEA-2)
Z&Z%%”ﬁkﬁ%éﬁﬁiﬁﬁ~iﬁﬁ°

6 & A AR R

ERGEATH (o EMAEEH  HOKRLEEEHE) BAFLY
fe A B Ay BRTHRREFEM (o @ RFFCHEIEIEET B8 FAT
B IRHBATRERBITA - REBFTERGERE) -

2.1

2.8

2.9

2.10

1 B & s
ANBRE|RBERBESMEMARRIKREEAR HATTH A Le01ER
%%%&&ﬁﬁﬁmﬁk?ﬁﬂﬁtﬁﬁﬁxﬁﬁﬁ%%*mﬁ%%#
U EROIEUATRE
® Aok —agfE A EIRIR -
® WREFEAHFRATRBAKEEREMZZMMER T MNASBIMF-
® fRIF— 1y oA A MRIREM Ay Tk
® A HFAMRAERL > B AIRIROFRMER -
® FLHEMEMEAFIRIE  UERIRIENOA A (FFRKF
FAREK O XHHEA-3)

Hi B 1
THAMEBAGRBERBEAFIRERARFE ~ REAIEA SH IR
B BT AL o (24 A S RIRIEFEL X XHH4mI% A-4)

i@ 4745 (Password) z1# A

2.9.1 BHMEREE —RBNAGLIE LB E FATAXBTHE AR
WAT B3R E R AR -

2.9.2 HM A UL IE 8 %45 A 35 A IR R BATAS o

2.9.3 B PAHEAM BAT AR K SL4E AR SER F (S AR E BITHR
R B 4B PR B XAF o X ARSI A-D) ) MR JE @4 AT &R ¢
® 5 HEGHLMAMBEABITHERERIE
® LR ASWMBITHRE  BRALRXFAET  KEAS
(%) ke

BW|REFMH
2.10.1 FERRDFH O ARWNIR ~ HIM SR - SHEHELE S 3
WEERK S Py TR TALE BB  44

Bt~ NEERE 2 EE LGN Page 5



2:10.2

2.10.3

2.10.4

2.10.5

RAERERS BREH  EEEA -EEYT @WARER Y
SHEAE ~-BEENRE -
FRLEFMHER BBBERICHSFRLT
@A TIHIE—HFHAE B 0 BEHf:

(1) xR FHRFHRTE ‘Kémﬂfiﬁﬁm%i&m
(A-SOC miniSOC, - )Fr A A 2 T ¥ > {2 i ErgiE F 15 5E30
(2) BB S 53 T3P B BT A AT ZERE

-

B HAHRE ~ BEB P ORBEHBLEZEREHS -

O AL THE—lHE B 1 &EH:

(D) - EHEHERR -

Q) B EH A B RE ST -

Q) B EHEFREYEREYIEE -
OFAETIE—FHH B 28F4:

(1) kB FRKIR 2% EH BHEAR -

@) BmeEHARREN S BM A -

(3) o ¥R B LB ER A SBERR N TR D P 7oA
N E AR R IEAE o

OHATIME—BHH  B3REH

(1) R BRI AT EHE AR -

QO HmCEHARRENER TR -

(B) Mo EHEREHERA KPR BIENTED P B oA
M =) AR IR EAE o

O ATIME—BHH B 4BFH

(1) BEMEEHE R -

QRAREEETRAHRERAL KT E Tk -

B) AR EREMAHREREFERER A LB BIENT
7% i 0 R P9 =) AR B SEAE o

ABEMAPBRABERETHEARBRME LRSS BIFEE
MARGEEA)BR  BERBITRELAHNEHER -
ERAERMANEHLERS (4) U2 FE4 > FRak(GEEA)
JESLBP BB MNELE (B EE)AKRE » BT EH &I 4T
%ﬁﬁmn%ﬁ%%%¢@%%%ﬁﬁ HRREREEEHR
ABAREBAOF X c (SFTRE2FHBREF » BB
A-6)

EHAERFTREZERBRDF N RBRMIBHFTALER
BRI b s ML IR A W B R BE -

B~ NEE IR 2B RS E A Page 6



2.10.6 HAFHREBERERTS (4

https://info. cert. tanet. edu. tw/) - t&3E 424 01D :

2.10.7T FRBRERFB/RRYA " Soitidh BT ATHER, > £ K
B T koi@dRk ) FHEL BEREFABMARANT HE
BRBWTFE  TRBRRBEFE - |

2.10.8 FRFHEZARNABATHEI BEREFAMABRAKT
WHEETRBRTEET T BITER, TRERREEEE -

2.10.9 BRFMHANEAKZ 1 ADFRETER 01 28FHNF
AR T2 NFNRETRELEE(LIFBRBEEE) 3
4 BEHFNFHEAE 0NN TRIELEE -

2.10.10 AR BIH T HBELERT S T ERREFH B2 b E
REBAPABRABTRBERBR TS RITERBEF
HEREEE-

2.10.11 7B BMELAEF KRR HARBETLARBEF M AL
3T o

2.10.12 SR EZI N ERZBRERKRPN(EF T ELLFHEHR
B XK AT

3. KHxe
3.1 %R ERIAE

3.1.1 EMMERTHHUTEXEMBE - AHRAKRKEE (AR
K)o BB ERERKGH R BEER -

3.1.2 XMBEREMUENERGIGHAEA BN LERAHRE
HERE B FRFEHMERBERN -

3.1.3 EMMERTHMHUTETHIIZEEH -

3.1.4 NEEBZ2EHME)EARETHER(ZFARGEEK
B AER 0 X &K A-8)

3.2 BIREEH
TR RN (o 0 EMMSEE) EA BB IH 6 GRIE LN
el 20°C~25°C » R AR ) AR R H0%R. H. ~T0%R. H. ) » 2z
ik BMEBENBE - BENEFRAEBRTEER  URRETHRX
IR o

3.3 TREE
FEHAFEMRM (o EMEREE) BAHEEHENIRERE > flh
% B UPS BRAREN (4o P FEBE BT ULBERBE K
Mt RiEk PHRBLEBRARBUEAFTRAZA -

B~ NEE Y 2B ARG TR Page 7



4,

5.

3.4 Buyar
EMEEREMHUENGHB L EREMERE(R0 | MR -~ &
wEEE) -

3.0 RBAMGFHRBZELRERBER
PR QIEE AR 093k 7B B > E3RABATEEE T A SRR Ltk
B o RO EMERE N REMARAE o (2FHUHA
HAR R S R AE R X &R A1)

3.6 Bt A& 4% H
3.6.1 ZLEEFMEABEABIKMZENTHEAE BB £ B3R
#Hd BETHATHEMAACEATE "Rl otk o
(2#3f5k s kb %% A-9)
3.6.2 c.’.?%‘)é%%*&f%%%ﬂ*. » EARALABBAARAE 0 B E R AT R

3T REmFEHBERBERR
3. 1.1 BRI FIA LRHIRE TG HPT@ 848 A B A KE
RALRAFEGEN (Bl A~ LHEENE) RE A
B (4o USBRES# ~ @b R ~ A %) » HE54K -
3.7.2 BERPUEHMME IR LAEANBEATHERTIHELE 4o
18 AR ~ AT HH AR B F ARk -

=T 46 X, B B L

4.1 PHRTHXEHE MG £ EH - FREK TEXFHRE)
JE B AR 0 ko T BATHS ~ B HER ~ BRI R A5 By
%

4.2 »HATHX R B RITEEBMES (o @ FH - AREAT
WEHM~ RBREME) > AHRTREBRS R FRELFIEX -

4.3 NFRA T/ XA MG | S5 - A B 5 RIREF B
WAL T 262 2 E WA > dodd F A BT SIS SR8 AL B AR
LGB R R AR AT ©

AB&2

5.1 AERL2FE
FEXAR - WBBIAEEL  REHKEE > mEMAHKRE 18
AMGZREBBBEMNEBRAGRENEE - (2 EREFMEEK
K %K A-10)

B~ NEEELEEH ARG EFEA Page 8



5.2 BIMZREHF EIK
5.2.1 BBMEREHAMASEREREALKMBMAUTING EER
(REZH)ALREEABARHEAPITE F AR T REE
AR AR ERFHERIAER -
5.2.2 BB AHKRE L AT NEHUFTIRREETEH URAE

M40 o

5.3 FMEMAMAR KR
TREHIEFH > AERERANEB LD - (3F T REF
o XA A-11) - |

6. ERMEHRIEE
6.1 MHBRIEHBHESHNZRLER
6. .1 EEMEHRIGA T BT RN G E MR FIERLSR
6. 1.2 BERENMBARITEDREMEEL - (2L EHMER LI B
BRHNBEERENEERR » XHHIE A-12)
6.1.3 R BEMABBBIRGI BFLZFERIEMABRENE
Z o (2 ERIIBHMABREMEEZRX > XH4%H% A-13)

6.2 ZIMEHIRASEERLILEF > B KM HE 4 4% Lotk LA
Mo (ZEMRBFPHFESK  XHHIKA-3)

7. BHUATLAEHMELSAARZ R BHALECHAOHARGALEOES
FES-2H—R) -
7.1 B EM
ZEAE %
7.2 AANE NG BHRRE IS A
18 A B AR 3k B AT 4 B
7.3 Mk ERLRERE

B~ NEEBYA S EEAG R Page 9



XAF I ¢ A-1

B $L3R i st sk &
Lleem  [eRA

PATA H47 B ]
“H AR 5g Rk
(¥ #
B (1% % 3k iBAT 4
A (4 4 8 3
R (e :
5
5
B HATA
R mest TR (ERE R BEFERER)
A 1% Aak b -
it
(&
s
5
B
A PATA
PITAEEBM

BEh ~ N 2 B AR E R A Page 10



XA 3R ¢ A-2

| ZMITEB(BEA)
# % 8 #H: EEB % A BE(F)HF B 2

A % & %

HAIEFEE O A4%6474%%E
O A&k
O A% 2B
0 He:

FBAERHA

AR R

B!

Bk (B&EA) (E):

2R RMCES)

Bt~ NEEEL 2 EHEASENRA Page 11




X4 TE A3

IR T FREEAR)

PEA

B

UL R ok

AL PR 3R YA E S

[ 1.

O] %3 [ me [ €868
(1R [ 2% [ X874

[1 2.

[ %738 (] mrs [ EHEA
L] 4R L] &% [ E:x8474

L] 3.

(] #32 [(] Mg [ E%8
L1 #FR L] 8% [] Ex8/745

(] 4.

L] 332 [ Mg [ E#LH
L1#R [ &% [ £%iB/T4H

[ 5.

L] #3% [ ik [ A
() 4#m [ BE [] F:x8174

sk

AT 5%

Ak (RBA): EREBEERAM

SJ'I»-P-CJOL\'J

WS4 A & R

ERHREERERFEITH > AT L AREENMMEATRIFZ R » 4o
RARE S BRREMIIRE » RS FHENEA G B AFRZIFAT -
ERHERITHORERDEG SEF LM > AR XEHFRA -
EREBITHEBR O ERAEHMZIBATH o EZHEBH - A B RHLL -
ERAEBITHERNEE > LB EHE A RBERER B BT -

16 A A B BAS R B A Stk IR 46 o A ik F 4% -

B - NEFEET 2 EHAGEEA Page 12



XA Sk ¢ A-4

Avis kA E(EE L)
AEam: & A 8
A LA s uk 3 AR A

Bimmk (EEA) -

i

e

B~ NEE R 2B LG E R Page 13




XS C A-S

B W AT #5 % R A S 4k AR R

= RIFSEATHERER A

= W b o=

RERBHNEFTH -~ 87 HHRAR -
BATHHARRAS > RALEZESBEFAL -
EVB=MAKR—RES-
R TR )
- ERFETFREEE
a. My favorite student is named Sophie Chen » B 38 s& & mFSinsC
b. There are 26 lovely kids in my English class » B ¥ & & %
Ee6ysnMEc
- P XEAREEE
a. fplhe Ti@4TEE | B4R EEAL T Wi/ vu/6a83 |

=~ B3 eEE

1
2
3.
4

W

. BB RR AT
. XBAT AR AR SR SR AR

AT 4 B 2 L E 4 A

R BEERAATAMGE N Bl SRR FEEE AT ARSL - &

BrEaRas s AR K o
T ERCRGER L) T8 flhe 6666rmr &K qwertyui 2 zxevbnm

6. RMEMARERGENBSHFEHRIT 4o abedefgh % 12345678 5,

7.
8.
9.
10.
11.

24681024

%250 ME A BT 0 He 52526565

TAE SRR ERIBE T R&HBATH -

48 A TR AF B 6 3 X E F R E 0 4o TomCruz ~ superman
FEEREHMYBEANE D LETHRYF -

Ay FRATHNBZSLIETA QB MR - BEREA L F -

LR S

“Password Management Guideline”, by department of defense computer security
center, 12 April 1985 hitp://www.radium.ncsc.mil/tpep/library/rainbow/CSC-STD-002-85.pdf

Brh ~ NEEEL 2B A E A Page 14



X 4% A-6

RBREFHARESF

— c HFHREET BRI

BRENEE
0
B3R

HAMEETRAREE @
|
B R,
i i
1+ BEREKGELA) BTk
2+ HEHEAE Ei:
3+ HMAEB W & kX
W 2] F 4% 1 2R A E-MAIL i@ 4o | B
[ :
@R (1 BN ) 3 KW B
V ,
HABEERERT S M BRHBFT AR RGO
YR TR M
https://info. cert. tanet. edu. tw/ wE:
Bt
7 S o
T RS B TR 6
" " ET
P9 R 22 5% AR '
LTREMHEH 34 B E3 36 e

MR IE TR

Bt~ NEE BT 2EHAGENRA] Page 15



— ° RN EIRIRAR:

BEEREN
?
A ESHE R
; 02 EH
| -4 mFL
BRTBENEHEE ARE T HFTREETRRREYE T
b3 LI RR T RS R R Wi 2T HFRE T RERT S
a7 N7 S R R IR o
%?
BEGUABREFX | HE TERRAEAEME o &

MARE > WHRETHE FE
M REFT AR RERESE
Wz E R 0 MR [P -

Blh ~ NEF G 2 EH ARG E A Page 16



X4 IE - A-T

EREBELLFHEME
BRENHEZHIE: WARAE R 26 A B e N
BREDE Y FE

By 4 A WIA
£ £ EF A
Bk R k3 A B e 2

[P 43 1k

HHAELA Ll (2T [T HEE ERS

e 2
g g | TR C#recBrs R TR EMKE
ax'f%ﬁ’]"‘l‘ D,\)ﬁ %B“‘ D’ﬂﬂ/\—é\)ﬂa
E-
ERG LM IRA
W5 % A (4 4%/ R A)
JE S A2

— - B E X

(JZ#£24% [ERFEA24% [RHEH

WXL S & EES)

= AHtEHE:
ks | RERVEHRX (A E42424)

[ % 47 #4 sk B4 8 4T 47 4 47 20m Bk

= 2k (emmiesd [

i i’f&ﬁiﬁﬁ/i‘
A iR 5 B A A ® 5

®E K AWM AlT M B T = ¥ K X &

Bt~ NEE B LR EE RS E R Page 17



A &% - A-8

ANBEHEME Btk

EAME A B L] A B E
0 o e AR B P S "“E% #A ; F;; j fa

H # _ B
WEARFR -

BB RFR Sc 3 A
B # B
- NGEA I

e B B R ' A
B # B
EARFR :

BERA BT e A
B A B
WARFR -

BERA BF R WA
H #i - B
EARFR -

BERABS R - Sc 3 A
B # B
WEABFR

BB R R |

Bth ~ NEEBLEEELAGERA Page 18




XA+ HTE © A9

A E N bk

RERIE MMBH: £ A A8
gﬁﬁ- Af | F R B RE/HAR
L) B H a
By FA B
B
on b / WA
mEEE FY2
/X [EERFE(NE) LR/ EE
LT )
BEYAC TL:E

[t fr 428 2 bt 77
(&bt fr 2 iy B E w

[ #7322t
A (RELEARBH /)

(1A / L/ [
Wi/ | B
N
B8 EE

(fastsmE B 4 - / / )
Ol GER A -
B
EMakGELA) TREHEE

B~ NEERLT R EH AN Page 19



X &R A-10

REMEE (FR)

(AT EABARAEEMAIBRBERABRR NS
WA o AR SRR AT R EZ 2R EAN LB RAFHRE - BA
W RERBMER)  RFIMERERACARRBMEAAHEFREEER &
AREZ T AR AU RANREARA AEEBFTRBRUNLEF X
HBAREINEE  FRRAARRERBA AELEEREHMEERTE &
AEMAELLBRARE  MBATR S5 EMAH  EREE TH A
R EmMREsEMEHZEMER - B whHERMBA & kERE -

b2

WA B R KB RNE

mEEA -

B B oA Bl

A *F A A

PREFNEE—XRE > S BWEARK BB

B~ NEEEG 2B AL E A Page 20



X A& - A-11

T AR 5 M

YN R B .
Py Ip ey | REAREE | BXARME
LI EBHCER) | . o =l ~ « =
LGTs | @ 2. 7 31 H0R 3/ 5 A ;;ff‘“% E;;“ e
3. IR 475 A s
O Y dn:

(1 1. a2 REGHREABA
[ 2. # B AR % Bt &
[]3. 18 AE A2 MR 3%

(4. &%
FHRAR: EEETIEX S

B EA: k3 A B

B~ NEFEL S EEASERA Page 21




X HIE - A-12

RABAZS BB BRI AEERENEE @)

NE) (AT 485 R 3)) & B b ¥y B4 B 4 & BB B
2 (UATHBAER) ZEHER  AQDIRMEBRBEB LT !

.

—_—

GE: F| B &) K EREZRFGIER)

AR FRRELAERBABE T ERENTDMMRE ot F
BRERETANHZIXE - EFEMH BE AL Db RAE N HEE
FRERT » K& FRE@ZM > RFUMEMABIAA KRR~ S50~ M4 B
BTEAAZAN wHERBEKFELZFIE - LR

WA DA R B RN

FPHREMRATALZE

B# e *F A =!
ARBHECRENEE—XHE 45 d NE K BT

Blh - NEEEG 2 EH AR EIGEA Page 22



AR A-13

RIBHARRENEEH#S)

(LA TF f 48 2 R A)IER
(&3 £ 4%) 0 BT I N BERIAT
MAEHRE > RET EREANZLAMAL  THAAE FRLER
FEEARPHAZIXE-EFEMN -BE -HE - DWEXECE R Hi5H
RERZE » K& ERE @XM > FAFUEAH XA A KRR ~ Z40
M- BEFEMEAN wHAERBEEELEZ T -

AT B DA R LR RN

mEA
1R )
N Stk
|
B F A A
ARENEE—XBE SR BWEARR BB

B~ NEEIELG 2B AR ERA Page 23



